OPC UA: Lowered Performance due to Encryption

The fact that communication between the OPC UA server and the OPC UA client can now be encrypted is a feature that also has disadvantages.

This affects establishing connections as well as power requirements during operation.

It was tested with a weaker device — the Raspberry Pi 3 — in which the results can be seen more clearly.

UaExpert was used as the OPC UA client.

The measurements were performed manually and the variables changed their value in cycles (worst case scenario).

Establishing communication

When creating a server certificate for a CODESYS controller, you can determine the length of the encryption:

@ Task Configuration m Device m Library Manager e Security Screen X
P
User Information 55 | Jinformation Isuedfor  Tssuedby  Validfrom  Valid until  Thumbprint
. (_J = ﬂj Device x « OPC UA Server {not available)
Rc & Own Certificates ™~ . Web Server (not available)
Devices & Trusted Certificates J « Encrypted Communication {not available)
F¥ Unstrusted Certificates « Encrypted Application (not available)
5l Quarantined Certificates
@ Certificate Settings =
e, Qaee =P
Validity period {days) 365

@ A temporal difference can already be noticed when the certificate is created.

Depending on the length of the key, the following times may result when establishing communication:

Variable count / Key length unencrypted 2048 3072 4096

1000 variables ~ 1 Sek. ~6 Sek. ~16 Sek. | ~ 25 Sek.

2000 variables ~ 2 Sek. ~8Sek ~18Sek. ~ 26 Sek.



1 Depending on the client, it may not be possible to establish a connection to the controller.
The "ConnectionTimeout" in UaExpert has to be edited (default setting: 10 seconds):

u Configure UaExpert

Filter:
Parameter Value

EventsPlugin.Queuesize 4294967295
EventsPlugin.S5amplinglnterval 500
EventsPlugin.ShowDateWith Timestamps false
EventsPlugin.ShowDialogConditions true
EventsPlugin.ShowMullEventFields false
General. AutomaticReconnect true
General.BrowseTimeout 10000

i Lt 1010001
General.ConnectTimeout

eneral.LiisableError.LerificatelssuerkevocationUnknown

General.DisableError.CertificatelssuerTimelnvalid false

@ The device is running at full capacity when the connection is established. => CPU load: ~ 100%

@ pi@ThEK_raspberry: ~ - k E=NE=NX

top — 07 1:28

0o«

® To illustrate how strongly the influence depends on the device, here is a connection from an OPC UA client to a CODESYS Control Win V3.
With 1000 variables and a key length of 3072 bits, this takes approximately 1 second:

;_J CODESYSControlService.exe:5340 Properties —

Image | Performance | Performance Graph | GPU Graph | Services | Threads | TCP/IP | Security | Environment | Strings

CPU Usage

3.38%

Normal operation



Even during normal operation, the encryption requires a little more computing power, as the following table shows:

Variable count / Key length unencrypted 2048 3072 4096

1000 variables ~23% ~25%  ~25% ~25%

2000 variables ~35% ~39% ~40% ~40%
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