Packages can be signed, but this is not obligatory. If an unsigned package is installed, the user has to confirm that he accepts this package:
[[] Allow unsigned and self-signed packages

You can sign your package with the PackageManagerCLI.

The relevant command line arguments are:

--signPackage="<package file path>" --pkcs12Path="<PKCS#12 file path>" --pkcs12Passwd="<PKCS#12 password>"
This will sign a package file with the certificate and private key from the PKCS#12 file.

Optionally, you can use --tsaTimestampServiceUrl="<url>" to specify a TSA timestamp service to add a timestamp to the signature. If you do not do this,
the users of your package will not be able to verify your package, once the certificate expires.

USAGE:

PackageManager CLI <option> <option> <...>

--profile="<profile name>"
The version profile to be used for execution of this process.
(Mandatory.)

--culture="<cul ture name>"
The | anguage to be used for execution of this process, e.g. "de-DE".
If not specified, the operation system|anguage i s used.

(Optional.)
--install ="<package file path>"

Installs the package at the specified file path.

(Cannot be used together with --uninstall, --uninstall All or --create PackageArchive.)
--uninstal | =" <package GUI D>; <ver si on>"

Uninstalls the package with the specified QU D and version.

(Cannot be used together with --install, --uninstall All or --createPackageArchive.)

--uninstall Al'l
Uninstalls all packages.
(Cannot be used together with --install, --uninstall or --createPackageArchive.)
- - conponent s="<conponent | D>; <conponent |D>; <...>"
Sel ects the specified conponent I1Ds for installation. The other conponents
in the same package will not be installed, unless required by the selected
conponents.
You can al so specify "typical" or "conplete" instead of the IDlist.
If this option is not specified, "conplete" is assuned by default.
(Optional, can only be used together with --install.)
--targetProfiles="<profile> <profile> <...>"
Sel ects the specified target profiles for installation.
If this option is not specified, all target profiles are selected by default.
(Optional, can only be used together with --install.)
--targetDi rectori es="<| D>=<pat h>; <I D>=<pat h>; <. ..>=<...>
Sets the specified target directories. Each target directory is identified
by its target directory ID (an integer value).
(Optional, can only be used together with --install.)
- - creat ePackageAr chi ve="<package fol der path>; <target filename>"
Creates a package archive out of a folder. "packae folder path" has to be an existing folder.
(Cannot be used together with --install, --uninstall or --uninstallAll.)
--si gnPackage="<package file path>" --pkcsl2Pat h="<PKCS#12 file path>" --pkcsl2Passwd="<PKCS#12 passwor d>"
Signes a package file with the certificate and private key fromthe PKCS#12 file.
(Optional, can use --tsaTi mestanpServiceU | ="<url>" to specifiy a TSA tinestanp service to add a tinmestanp to
the signature.)
--val i dat eSi gnat ur e="<package file path>"
Val i date the signature of a package file.
--verbose
Di spl ay detailed progress information on the consol e.
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